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Quick reference flowchart for restricting access to electronic clinical records 
 
For quick reference the guide below is a summary of actions required. 
 

Restricting access to an electronic clinical record becomes necessary 
The relevant service manager ensures that records are complete and up to date.  Service Manager 

contacts the ICT Service to request that access to the electronic clinical record is restricted to 
people actively working with the patient (Electronic patient record only) or restrict the record and 

grant access to a subset of users (EMIS Web only) 
 

Restricted access to the record is applied 
The clinical systems team will apply the restricted access as requested. 

   
Access to the record is required 

If it becomes necessary for the restricted record to be accessed, for example to record direct clinical 
care by someone who has not been included in the restricted access cohort of staff, or to undertake 
an investigation, the relevant service manager must contact the ICT service desk and request that 

access is granted to the member of staff. 
 

Restriction no longer necessary 
If the restriction no longer needs to be applied to a record for example, an investigation is complete 
or the circumstances have changed, the relevant service manager contacts the ICT service desk 

and request that the restriction is terminated. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.cwp.nhs.uk/
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1.    Introduction 
 
All patients’ details are stored in the Trust’s secure electronic patient records systems, the two primary 
clinical systems are Carenotes and EMISWeb.  All staff accessing patient records in Clinical Systems 
are bound by the Trusts policies on confidentiality, security and information governance.  
Exceptionally, there may be patient records which need additional safeguards. Examples of reasons 
why this may be required include: 
 

• Victims of crime where the alleged perpetrator works within the organisation.  
• A family member works within the organisation.  
• The patient is a current or previous member of staff or student.  
• The patient is under a witness protection scheme.  
• The patient is a celebrity. 
• To protect evidence when a patient is being investigated by the police or another law 

enforcement agency. 
• Following a request from a Safeguarding Board. 

 
Whilst there are benefits for restricting access to records there are also risks associated with 
restricting access to records as information may not be accessible when needed.  Consideration 
should be given as to how the record can be restricted, who should authorise the restricting of the 
record, the duration of the restriction and who should be allowed access to the record whilst it is 
restricted. 
 
2.  Possible restrictions 

 
Additional auditing and monitoring 
No restrictions put in place but Care –coordinator or Team manager takes responsibility for checking 
who has accessed the record on a monthly /weekly basis. This can be done by any Electronic patient 
record user or by the Clinical Systems team for EMIS Web. 
 
Restrict access to people actively working with this patient.  CARENOTES ONLY 
The clinical systems team can restrict access to the record, to allow only members of staff who are 
recorded as a Team member (Care Coordinator, Primary Worker, Secondary Worker, Consultant etc) 
access. Other Electronic patient record users will be able to see the patients name, date of birth, 
postcode and NHS Number from the search screen but will not be able to proceed into the record.   
 
Restrict record and grant access to a subset of users.   EMIS WEB ONLY 
The clinical systems team can restrict access to the record, to allow only members of staff with 
enhanced access levels to access the patient record.  Any staff that has a legitimate reason for 
accessing the record would need their access level increasing. Please note: In EMISWeb it is not 
possible to give access to only one restricted record, members of staff with access to restricted 
records could access all restricted records. Other  users will not be able to find the patients record.   
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3.  Procedure 
 
3.1  Restricting access to an electronic clinical record becomes necessary 
The relevant service manager must ensure that records are complete and up to date.  The relevant 
service manager will contact the ICT Service and request that access to the electronic clinical record is 
restricted to people actively working with the patient (CareNotes only) or restrict the record and grant 
access to a subset of users (EMIS Web only) 
 
3.2  Restricted access to the record is applied 
 
The clinical systems team will apply the restricted access as requested. 
 
3.3  Access to the record is required 
 
If it becomes necessary for the restricted record to be accessed, for example to record direct clinical 
care by someone who has not been included in the restricted access cohort of staff, or to undertake 
an investigation, the relevant service manager must contact the ICT service desk and request that 
access is granted to the member of staff.   
 
3.4  Restriction no longer necessary 
 
If the restriction no longer needs to be applied to a record for example, an investigation is complete or 
the circumstances have changed, the relevant service manager must contact the ICT service desk 
and request that the restriction is terminated. 
 
4.  Training  

• Raising awareness to fully implement the procedure.  
• To publish on the Intranet and communicate via the e-bulletin.  

 
5.   Monitoring  
 
For this procedure:  

• All staff are aware of relevant procedural documents e.g. Confidentiality Policy, health records 
policy etc.. 

• Untoward incidents resulting from the restricted access to electronic clinical records will be 
logged on DATIX and reported to the Information Governance Team (including the Caldicott 
Guardian) who will support further investigation in accordance with the Confidentiality Policy 
(IM7) 

 
6.  Duties and Responsibilities 
 
6.1  Chief Executive  
 
The Chief Executive will assume overall accountability for ensuring that records issues are effectively 
addressed within the Trust.  
 
 
 
 

http://www.cwp.nhs.uk/
http://www.cwp.nhs.uk/resources/policies/im7-code-of-confidentiality-policy/
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6.2  Trust Board  
 
The responsibility for the provision of a procedure for restricting access to electronic health records 
rests initially with the Trust Board and is delegated to the Information Governance Team.  Additionally, 
the Trust Board will ensure through the line management structures that this policy is applied and that 
staff are aware of the restricting access to electronic records procedure. 
 
6.3  Clinical Systems Team/ICT Service Support 
 
The ICT service desk will log all requests for restricting access to electronic clinical records and the 
clinical systems team will action the request. 
 
6.4  Information Governance/Health Records Team  
 
Information Governance and Health Records Teams will provide guidance to support managers in 
deciding which type of restriction to electronic clinical records will be appropriate. 
 
6.5  Service Manager’s Responsibilities  
 
Service managers must ensure that all information which needs to be added to the record is complete 
prior to requesting that the record is restricted.  The manager must then contact the service desk to 
request the appropriate restricted access.  The manager must also contact the ICT service desk to 
request access is granted to an employee e.g. to record direct clinical care or to undertake an 
investigation. 
 
6.6  Employee’s Responsibilities  
 
Employees should ensure that they undertake annual mandatory information governance training and 
only access electronic clinical records on a need to know basis.  If a record which is accessed has 
been restricted, the service manager must contact the  ICT service desk to request that access is 
granted and the reason for the access e.g. to record direct clinical care or to undertake an 
investigation.   

http://www.cwp.nhs.uk/
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