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Quick reference flowchart for emailing patients
For quick reference the guide below is a summary of actions required.

| Emails should only be sent from generic email accounts (see 2.1)

v

| Emails should contain a "do not reply’ message (see 2.1)

v

| A test email should be sent to ensure confidentiality (see 2.2)

v

| Documents must be converted to PDF format prior to emailing (see 2.3)

v

| Do not use patient identifiable information in the body of the email (see 2.4)

v

| Use consent form for third parties to receive emails for the patient (see appendix 1)
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2.1

2.2

2.3

24

Introduction

This standard operating procedure is to provide staff with guidance for emailing patients. The
Trust’s information sharing leaflet for patients states that where the Trust hold their email
address, the Trust may email information to them unless they choose to opt out of receiving
emails. The leaflet states that the Trust cannot guarantee the security of emails. Patients may
choose to nominate another individual to receive information by email, for example, a relative
or carer. See appendix 1 for consent form for third parties to receive emails. Documents
should be sent from generic email accounts which should contain a “do not reply’ message.
Documents should be converted to PDF format.

Process for emailing patients

Generic email accounts

Emails should be sent from generic email accounts. Generic email accounts used for emailing
patients must include a "do not reply — use normal methods of communicating with service’
automated message. Do not reply message must include warning to patients of using shared
email addresses and failure to inform Trust of changed email address. If a generic email
account does not already exist, contact the CWP ICT service desk emalil
cwp.ictservicedesk@nhs.net Tel: 0300 303 8182

Test email

To ensure that confidentiality is maintained, a test email should be sent to the recipient prior to
sending any confidential information.

Documents in PDF format

Prior to emailing a document to an external location, it must be converted to PDF format. To
PDF a document choose this as an option when saving the document:

Format of email

DO NOT use person identifiable information in the subject title or the body of the email.
Documents which may be attached to emails may include for example copy letters. There may
be reasons why copying letters to patients should not be carried out. These include:

¢ Where the patient specifically does not want a copy;

¢ Where the clinician feels that it may cause harm to the patient or for other reasons (record
reasons in health records);

o Where the letter includes information about a third party who has not given consent;

o Where special safeguards for confidentiality may be needed.

For guidance regarding appropriate content of letters which may be copied to patients, please
see the copying letters to patients section of the access to health records policy
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Appendix 1 Consent for third parties to receive emails

Please complete the following information, using BLACK INK only

CONSENT TO EMAIL THIRD PARTY

Patient’s FUII NAM@: ....ivuiiiiiiiriirei s e resresrassasssasssasssssssssssesssasssesssasssasssssssssssssssssnssssnssnnnnssns

We are now able to contact you and let you have NON-URGENT information about you by email.
However the Trust cannot guarantee the confidentiality of material sent to you in this way as
this depends on the security systems that may have been installed on the receiving computer.

You may wish to nominate someone to receive email communication for you for example a relative or
carer.

I would like the following third party (person) to receive email communication on my behalf:
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